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Everything is Dangerous
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Design for Safety Phases

1. Problem definition

2. Risk identification

3. Risk estimation |te rative'

4. Risk evaluation

5. Design review



Guiding Principles

. Design in Safety

. Utilize Guards

. Anticipate Operator Errors

Restrict Improper Use

. Accommodate Unusual Operating Conditions
. Utilize Redundancy

. Design Safe Failure Modes

Facilitate Maintenance
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. Add Warning Labels and Systems




sign in Safety

This is not safety
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ELECTRICAL SHOCK HAZARD

DO NOT TOUCH TERMINALS
TERMINALS ON BOTH LINE AND
LOAD SIDES MAY BE ENERGIZED
IN THE OPEN POSITION

DC VOLTAGE IS ALWAYS PRESENT
WHEN SOLAR MODULES
ARE EXPOSED TO SUNLIGHT

Playground equipment
and/or surfacing in direct
sunlight may reach

[:/‘Uv rw

If you are the type of person that actually
tcmpt.ratures high enough to could potentially do something as stupid

cause serious burn mjunes as printed on these labels, you probably

within seconds. Supervisors cannot read said waming labels to begin
should check for hot play with. The world would be better without

you. Please ignore all future danger signs

surfaces and/or surfacin 56 546 0tk Move G, Thaok you

before letting children play.
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 Severe internal injurics can ocsur if water is forced into dody cavities
25 3 result of deing near jet thrust nozzle
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= S TTAMDARAS IN EFFECT ON THE DATE OF
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( /\ WARNING
DO NOT USE IN-TANK DROP-IN TOILET BOWL
: 2 CLEANERS CONTAINING BLEACH OR CHLORINE, Use

A CAUTION of such products will (1) RESULT IN DAMAGE % fosk
LASER RADIATION

COURLER BOLT MUST BETORGUED omponents ond MAY CAUSE FLOODING oad PROPERTY
AVOID DIRECT EYE EXPOSURE 70 65 TO 70 FT. LBS. et DAMAGE cod (2) VOID FLUIDMASTER WARRANTY.
. 2 DO NOT overfighter nwts or tunk /bowl moy crock
Fhvidmostor Flush ‘" Sporki™ Toilot Bowl Clouning Systom & recommended
for those choosing %o wse in-tonk bowl cleoners ond WILL NOT VOID the
FllllDMAS"R WARRANTY becasse it will not domoge tenk compescats

To prevent serious injury or death from tire explosion:
» Never inflate above 30 psi.
* Manual pump is recommended to prevent over-inflation.

Maxirman Output < S mW.
Laser Diode 630 - 680 nm

CLASS llla LASER PRODUCT )

Mﬂl'“l - WARNING

DANGER: EXTREMELY FLAMMABLE.
CONTENTS UNDER PRESSURE.

Contains flammable gas under pressure. Do not use near sparks or
open fiame. Do not puncture or incinerate container. Do not store
near any ignition source or at temperatures above 120°F (49°C).
KEEP OUT OF THE REACH OF CHILDREN.

Generator exhaust contains L-llllﬂll monoxide. This is

a poison you cannet see or smell T Gies it Yermino CON TAINS

@ ]g_\l - DIHYDROGEN

_

NEVER use inside a home Only use OUTSIDE and M o N ox I D E
or garage, EVEN IF doors far away from windows,

and windows are open. doors, and vents.

4
576 x 348 - osc-vector.
'(ﬁ -t

5= May Cause : , = St - . -
D'zz"‘esS = = A ) T P [ Tpp— : @
May cauu . DO NOT put any person in /i B - )

CLASS iib LASER PRODUCT

L this washer.
A headache T e e To reduce the risk of T
= Ty e = hen AVOID DIRECT EXPOSURE
0O NOT take vk Warning et rosew
Nitrates. | Toxic “_ s proted
P ined:

Screenshot of Google Image Search Results Page 5



o

Design in Safety

e Do noft rely on warning labels
e Do noft rely on operator training or common sense

e Modify the design to make it safe



Table Saw

e DANGEROUS!
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Image from:, h;tps://flic.kr/p7eGZZRD




Table Saw

e DANGEROUS!
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Video from: https://youtu.be/eiYoBbEZwlk


https://youtu.be/eiYoBbEZwlk

Aerial Lift




Aerial Lift
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U‘“IZQ Gu‘,d‘

e Don't allow access to dangerous parts of the design
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Utilize Guards

L

e Don't allow access to dangerous parts of the design

Image from: https://flic.kr/p/jeLGc7
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Table Saw

b -

Image from:_ https://flic.kr/p/e6ZzRD
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Table Saw




Anticipate Operator Errors

e People will:
- make mistakes
- be distracted
- be tired
- not read the operator's manual
- not pay attention during and/or not remember training

- not maintain the equipment properly
- be drunk

e Designing for these things will typically make your
design easier to use as well

o
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The User is Drunk

Your website should be so simple, a
drunk person could use it.

You can't test that. I'll do it for you.

WHAT: I'll get very drunk, and then review your website. I'll send
you a document outlining where | thought the website needed
help, and a screencast of me going over the website.

HOW MUCH: $250 per site.
Let's do it!

More details:

| am a UX professional and full stack developer. |'ve been doing
this for a long time. Here is my website, my github, and my
twitter.

One of the core tenets of UX is that you've got to design like

“the user is drunk." Any feature of your site has to be able to be

used by someone who could be drunk - because, invariably, the

user will mess it up otherwise. Wonderful idea. The thing is, it is NGULAR
hard to test.

| and a lot of beer will test this for you.

Contact: richard.is.drunk@gmail.com

FAQ:

¢ Will you actually do this? Yes.

¢ Can | pay you more to choose what you drink? Very yes.
¢ Will you post your screencasts publicly? Yes.

* |s this your only job? No. I have a full time job changing the
world. This website is very much on the side, with no major
ambitions.

¢ Wasn't this cheaper earlier? Yes. Raising my prices is my way
of throttling the amount of jobs.

http://theuserisdrunk.com



http://theuserisdrunk.com

Boeing Crane Story
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Restrict Improper Use

e People will... So, don’t let them mess up

Image from: https://flic.kr/p/jeLGc7
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Dead-man’s Switch Example #

e Gamepad

Thrott’lwe

Port Starboard
Bucket Bucket
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Dead-man’s Switch Example %

e Gamepad

e |[OS-based remote
- Joystick
- Tilt-based
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At the Feb. 18 Demo
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UL Partners with SwiftShips
~ Autonomous Vessel
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“... It Is your job to make it impossible for the user to
accidentally operate your device in an unsafe manner.
Users should have to make an intentional and
concerted effort in order to injure themselves or
others.”

Excerpt From: William Singhose & Jeffrey Donnell. “Introductory Mechanical Design Tools.” 19



Accommodate Unusual #
Operating Conditions

e People will use your design how they want, not how
you intended.

e Anticipate improper use and unusual conditions
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Utilize Redundancy

e Avoid singe-point-of-failure designs

%

Image From: William Singhose & Jeffrey Donnell. “Introductory Mechanical Design Tools.” 21



Design Safe Failure Modes
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Facilitate Maintenance

e [f maintenance is needed, make it easy.
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Facilitate Maintenance

e [f maintenance is needed, make it easy.
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Frnage from: http://www.'cheVroIet.coh/corvette-206-supercar/exterior-pictures.html




Facilitate Maintenance

e [f maintenance is needed, make it easy
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Facilitate Maintenance

e [f maintenance is needed, make it easy.

Image from: http://www.theverge.com/2015/3/9/8180315/apples-shrinking-skills-in-new-macbook 24



Add Warning Labels and Systems
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Add Warning Labels and Systems &
e Do all of that and

‘
'HANDLE
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&t ‘ A WARNING

Playground equipment WA I ‘ N I N G ' ELECTRICAL SHOCK HAZARD
DO NOT TOUCH TERMINALS

and/or surfacing in direct
sunhgh( may reach If you are the type of person that actually
temperatures high enough to could potentially do something as stupid
cause serious burn mjunes as printed on these labels, you probably
within seconds. Supervisors cannot read said waming labels to begin
shookd check for hot play oy st erqut by B
surfaces and/or surfacin

- ~ $0 wo can move on. Thank you
before letting children play.

Labei by S P, loe. ©

IN THE OPEN POSITION

A DC VOLTAGE IS ALWAYS PRESENT
A WHEN SOLAR MODULES
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/\ WARNING

DO NOT USE IN-TANK DROP-IN TOILET BOWL
CLEANERS CONTAINING BLEACH OR CHLORINE. Use
of sach prodects will: (1) RESULT IN DAMAGE % fosk
omponeats oad MAY CAUSE FLOODING ned PROPERTY

A CAUTION

-agv.:‘r.l inflate aaove 30 psi. o AVOID DIRECT EYE EXPOSURE ‘T:g g: L%Rg();Tf;;uST BE TORQU,,E,E, g:l:lo(:i ord (‘n voio Fllkl/DhM:‘Slm W:HRAN".
S pump is recommended to prevent over-inflation. . . o overfighten nuts or fonl moy ook
I Maximum Output < 5 mW Fhvidmostor Flush ‘" Sporkk™ Toilot Bowl Clouning System & recommended

To prevent serious injury or death from tire explosion: LASER RADIATION

Laser Diode 630 - 680 nm

for those choosing %o wse intonk bowl cleaners and WILL NOT VOID the
JlUIDIMSHI WARRANTY becasse i will sat domoge tonk composeats

CLASS Illa LASER PRODUCT )

Mar"mru WARNING

DANGER: EXTREMELY FLAMMABLE.
CONTENTS UNDER PRESSURE.

Contains flammable gas under pressure. Do not use near sparks or
open flame. Do not puncture or incinerate container. Do not store
near any ignition source or at temperatures above 120°F (49°C).
KEEP OUT OF THE REACH OF CHILDREN.

Generator exhaust contains cartbon monoxide. This is

a poison you cannet see or smoll Arges i CON TAINS

S @ o
NEVER use inside a home Only use OUTSIDE and M o N ox I D E
or garage, EVEN IF doors far away from windows,

and windows are open. doors, and vents,
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26



